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1. INTRODUCTION

This report is an update of the ENISA 5G Threat Landscape, published in its first edition in
2019'. This document is a major update of the previous edition. It encompasses all novelties
introduced, it captures developments in the 5G architecture and it summarizes information
found in standardisation documents related to 5G. Moreover, the vulnerability and threat
assessments found in this document introduce a significant advancement to the previous
edition, by providing more comprehensive information about the exposure of assets of the
updated 5G architecture.

Beyond these changes, some additional elements have been taken into account. Firstly,
implementation/migration options of a gradual migration to 5G from 4G have been taken into
account. Secondly, security issues of operational processes have been considered. These two
changes enlarge the scope of the assessment and include important parts for the enhancement
of operational security.

For all these elements, this report provides a vulnerability analysis, indicating how these
vulnerabilities can be exploited through cyberthreats and how this exploitation can be mitigated
through security controls. The assessed vulnerabilities are consolidated from various sources,
including main 5G standardisation documents and telecommunication best practices (3GPP,
ITU, ETSI, ISO, NIST and GSMA). A consolidation and mapping of cyberthreats used in these
standards has also been performed. Clearly, the complexity of 5G infrastructure and the
dependencies of assets, controls and threats is reflected in the complexity of the produced
information. ENISA would like to develop a tool-based version of this information, so that users
of the material can better navigate this complex information in a more efficient way than the
static, highly interlinked tables presented in this report. This task will be accounted for in the
near future.

The performed assessments in this report are based on specifications of 5G infrastructure, thus
potentialyhavi ng a c¢ er t aiactualfintblersentations. doreover, assessed
vulnerabilities have been extrapolated from experiences of weaknesses of technical
implementations of similar non-5G components. As such, they comprise rather hypothetical
assumptions that are to be validated on the basis of implementations. ENISA states in this
document the importance of bridging the gap between functional specifications and
implemented functions. As 5G implementation are proceeding, it is important to develop ways to
check the compliance of implementations towards the specified content and feedback
information to the specification efforts. Initially, the creation of implementation guidelines may
be a useful tool to assess the quality of implementations. In addition, security assurance
methods may be a good way to support developers and/or entities that will test the compliance
of implemented 5G functions.

A good method to overcome these limitations and at the same to further advance the quality of
this and other relevant material (ENISA, European Commission, Member States, 3GPP,
BEREC, etc.) is to use it within detailed 5G threat/risk assessments in a coordinated manner.
Besides validation of the produced information, such actions will contribute towards a more
secure 5G infrastructure and have as consequence the creation of a competitive advantage of
European stakeholders in the area of 5G. At the same time, it will increase efficiency of used
resources by avoiding duplication of efforts.

1 https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-5g-networks, accessed October 2020.
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The authoring of this report has been performed exclusively by ENISA. It is based on Open
Source Intelligence (OSINT) collection of publicly available information. Following a desk-top
analysis of this material by an external contractor, an update of the 5G architecture has been
performed by ENISA, vulnerabilities have been collected and consolidated and threat exposure
has been assessed. Mitigation controls found in publicly available documents have been
associated to the identified exposure, leading to a reduction of attack surface. An ad-hock
expert group consisting of 5G experts has contributed on an ad-personam basis and has
supported the work of ENISA. Their contributions were towards information collection and
knowledge transfer in the subject matter. Their contributions has been considered and compiled

by ENISA using it as an input.
y g P To better

understand the
cyber-threats
affecting 5G

For the time being, the material presented in this report aims at supporting various stakeholders
understanding the relevant vulnerabilities and cyberthreats resulting to an exposure of 5G
assets by exploiting the vulnerabilities. When requested, ENISA is in the position to support

stakeholders d@rilling downéthe analysis further, by including granular details from the Networ_ks’ Itis

components in focus, and examine the relevance of the assessed cyberthreats and the essential to know

efficiency of developed security measures. the vulnerabilities
and weaknesses

1.1 POLICY CONTEXT of assets,

In January 2020, the European Commission has issued a communication calling Member aSS_eSS| ng thus

States to take steps to implement the set of measures recommended in the 5G toolbox?2. In their attack

June 2020, afReport on Member Statesd6 Progress in Inﬁ)urf@ﬁ\%arldihpg\fvthe

Cybersecurity’dhas been published NIS Cooperation Group with the objective to provide an it can be

overview of the state of play of the ongoing toolbox implementation process by Member States exploited by

as of June 2020. malicious actors.

The present report contributes to the implementation of 5G toolbox measures (SMs, TMs) and

supporting actions (SAs). |t s main contribution is Gonsggrorting action 9 (S
the use of existing cooperation, coordination and information sharing mechanisms, including
actions and support by ENISA, notably through regular threat assessmentso . Mor g¢gover, b

providing all details about vulnerabilities, threats, security requirements and mitigation controls,
this document builds the basis for performing technical risk assessments for various sub-
systems and components of the 5G architecture, by delivering input to identify the main
technical frisk factorso f ar 5G

Since the adoption of the EU 5G Toolbox in January 2020 and the publication of Member States
progress report of the implementation June 20204, Member States had paid increasing attention
to the implementation of SM05 and SM06. The purpose of SM05 and SMO06 is to ensure
resilience through diversity while addressing risk R4 at individual MNO level and national level.
However it is essential to recognize that the updated ENISA 5G Threat Landscape report has
not been revised to the extent that it can provide Member States with guidance on how to
implement SM05 and SMO6. This is due to the fact that this report does not specify all relevant
assets in the 5G ecosystem supply chain (devices, cloud and network assets) and objective
criteria for key stakeholders to assess resilience and diversity in the context of SM06.
Furthermore, the current report does not provide a set of common mitigation methods to
proportionally apply across the 5G ecosystem and key stakeholders, at national (SM06 such as
issues of number of MNO, network sharing) or at individual network level (SMO05).
Consequently, it is not possible from this report to make conclusions about how to consistently
and proportionally implement mitigations across EU. Within this report, supporting actions SA03

2 https://ec.europa.eu/digital-single-market/en/news/secure-5g-deployment-eu-implementing-eu-toolbox-communication-
commission, accessed October 2020.

S https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=64468, accessed October 2020.

4 https://ec.europa.eu/commission/presscorner/detail/en/IP_20_1378, accessed November 2020.
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and SA04 are extensively covered (by numerous contributing to TM01, and TMO02, as indicated
in the mapping found in the vulnerability assessment).

Moreover, in the new ENISA regulation, the need to analyse current and emerging risks is

expressed. In line with this role, ENISA regulation stipulates that: fthe Agency should, in

cooperation with Member States and, as appropriate, with statistical bodies and others, collect
relevant information. Mor e speci fical ly, Eenableiefectigetresgorsestot h at
current and emerging network and information security risks and threats®.

Therefore, the ENISA 5G Threat Landscape aims at contributing to the EU Cybersecurity
Strategy and more specifically, to ongoing policy initiatives related with the security of networks
and information systems; it streamlines and consolidates available information on cyber-threats
and their evolution, thus supporting EU and national risk assessment activities.

1.2 SCOPE AND METHODOLOGY

Unlike the conditions of previous year regarding the state-of-play of 5G developments, in 2020
several national, European and international developments have led to a clearer picture of 5G
infrastructure developments at various levels. The 5G specification has done significant
progress, implementation options and migration paths from 4G to 5G have been better clarified,
relevant operational processes for 5G infrastructure have been developed and taken up and
specialized 5G functions for verticals have been specified. Moreover, at the EU level, a 5G
toolbox” has been developed and pilots towards 5G certification schemes are envisaged, in
preparation of potential requests to ENISA issued by the ECCG in the future.

This situation gives a far better visibility on the details of 5G infrastructures and is a better
starting point for updating the ENISA 5G Threat Landscape. Having regard to these
developments, the objectives, working methods and scope of this report are as follows:

1  The material collected and processed within this report consists of open source
resources. It covers mainly the state-of-the art of the 5G specification work, white
papers and good practices. No concrete implementations of 5G functions from
vendors, operators, etc. have been considered or analysed for the purpose of this
report.

1  The threat and vulnerability analysis performed is based on the extrapolation of
existing threats and vulnerabilities found in collected material. In this respect,

vulnerabilities referred in various processed

engineeredo based on tchmponentsfassdtsesulmsenaently,t o v ar i

they have been grouped under the various zoom-ins and reflect the assessed
technical and operational weaknesses, as mentioned in the various standards/good
practices. It has to be noted that this is a pure desk-top exercise based on assumed
vulnerabilities and threats and is not funded by real incidents. Equivalently, threat
actors assumed in this report are rather hypothetical, as no known attacks to such
infrastructure do yet exist. For this reason, 5G attack vectors have not been taken into
account in this work.

5 https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=0J:JOL_2013_165_R_0041_01&qid=1397226946093&from=EN, accessed November 2020.
5 https://www.enisa.europa.eu/publications/ed-speeches/towards-a-new-role-and-mandate-for-enisa-and-ecsm, accessed
October 2020.

7 https://ec.europa.eu/digital-single-market/en/news/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures,
accessed October 2020.
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The comprehensive architecture of 5G developed in the previous threat landscape
report® has been updated to include novelties of the 3GPP specification. This work has
taken into account all details that have been available in the 5G specification work.

Implementation options i migration paths from 4G to 5G infrastructures have been
covered.

A process map has been developed showing the contribution of operational, life-cycle
and security assurance processes to the overall security of 5G infrastructures.

A detailed technical and operational vulnerability analysis has been performed for the
components of the 5G architecture. This analysis takes into account the threats
exploiting those vulnerabilities and the controls reducing exposure to these threats, as
defined by international organisations (3GPP, ETSI, GSMA, I1SO, ITU, NIST).

Except from generic functions developed for verticals by 3GPP, no information about
verticals per se (e.g. Transportation, eHealth, Industrial Internet-of-things (110T), Smart
Environments, etc.) have been covered in this report. This is due to potential
complexity of those environments and the unavailability of information due to their
early specification, implementation and deployment stages of 5G verticals.

Detailed information and security requirements for various functions and interfaces are
included in this report, mainly via the annexes detailing the assessed vulnerabilities.
They cover security requirements, mitigation controls, involved stakeholders and
references to related specifications and the EU toolbox measures. Moreover, the
threats used in various reports have been consolidated by means of the threat
taxonomy delivered in this report.

The scope of this report is in line with work developed by ENISA, in particular, the 5G
Threat Landscape in its 2019 edition®, and it also coherent to ENISA deliverables in
the area of 5G Standardisation.

The development of this report followed a dest-effortbapproach. The collected
information is not exhaustive but representative of the matters covered.

To collect relevant technical material and available 5G knowledge, ENISA has
maintained an ad hoc expert group consisting of skilled individuals in the area of 5G.
The selection of experts has been made based on technical experience of the selected
individuals, acting ad personam. A member of the team is an active member (co-chair)
of the 3GPP security sub-group and has acted as an interface between ENISA and
3GPP. The selection has aimed at covering detailed technical 5G knowledge skills
from the most representative stakeholder types that are currently engaged in 5G
activities.

The content of this report was restricted to components/matters found in relevant
open-source material covering the entire specification, security requirements and
research results related to 5G network functions (NFs). The presented material has
been put together by ENISA.

8 https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-5g-networks, accessed October 2020.
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1 Issues regarding Law Enforcement Agencies (LEA) and Lawful Interception (LI) have
not been covered in this document, apart from a reference in the threat taxonomy and
few references found in 3GPP specifications, both kept for the shake of completeness.

1  This report addresses in detail all technical aspects of 5G networks and related threats
emerging from the collected material (e.g. 3GPP specification, standards, good-
practices). It does not cover non-technical threats (i.e. geopolitical), such as threats
leading to regulatory risks or risks of interference from third countries through the

supply chain.

The method adopted for this study is in line with the methodology developed by ENISA for the
preparation of its annual Cyberthreat Landscape. According to this methodology, the process
requires an initial identification of relevant assets within the architecture before performing a
vulnerability and a threat assessment, which evaluates the different levels of asset exposure.
Finally, by assigning security controls to the exploitable vulnerabilities, it reduces the threat

surface of relevant assets.

The elements of cyberthreats and the relationship to risks are graphically depicted inFigure 1.
The report describes the different relationships between assets, threats and threat agents. In
future versions of this report, we will cover vulnerabilities and countermeasures (mitigation

measures/security controls).

Figure 1: Methodology adopted based on ISO 27005
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Threats play a central role in a risk assessment, especially when considering the different
components of risks. The 1ISO 27005, a widely adopted risk management standard, defines that
ri sks emerge when: fAThreats abuse vulnerabi

organi%ationo

Following this methodology, we have identified assets, threats and threat agents. These
constitute the core of the 5G Threat Landscape presented in this report. Furthermore, the
identification and analysis of assets and cyber-threats are based on the study of specifications,
white papers and literature, without attempting any interpretation/evaluation of the assumptions
stated in these reports. It has to be noted, that the logical relationship between Threat Agents

9 https://www.iso.org/standard/75281.html, accessed October 2020.
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and Attack Vectors has not been implemented in this document for the reasons: a) the threat
agent profiles are still very rudimentary and b) attack vectors in the area of 5G are unknown,
while any assumptions on attack vectors based on specified functions (3GPP) would be
premature.

1.3 TARGET AUDIENCE
Main purpose of this report is to provide knowledge and information on 5G cybersecurity issues
to the relevant community. This information may be useful to a variety of target groups:

1 Non-technical stakeholders such as policy-makers, regulators, law enforcement: this
target group may find this report useful to understand the current state of specification
work, the overall architecture of 5G, the emerging vulnerabilities and threats and
respective mitigation practices and measures. For example, the threat landscape
identified in this report may support policy actions in the areas of 5G networks, SDN,
NFV, cybersecurity, critical infrastructure protection, and other sectors/verticals that plan
to use the 5G Network.

1  Experts working in the telecommunication sector, such as operators, vendors, and
service providers: this target group may find this report useful to carry out detailed threat
analyses and risk assessments in accordance with their particular needs and mandate
(e.g., protect a specific number of components based on asset impact analysis, respond
to specific vulnerabilities with customized mitigation measures among others).

1 Businesses, consultants, product developers: this target group can draw valuable
conclusions from the developed analysis and material for their offerings (products,
services). This can have the form of demonstrating how vulnerabilities have been
eliminated by using developed defences, use of the material within customer projects, or
use the material as a benchmark for defining cybersecurity protection policies for such
infrastructures (e.g. for the development of verticals). Moreover, the developed material
can be used in developing security audits for 5G infrastructures.

1 Experts in research and innovation: the presented material provides a detailed view on
security issues of 5G. This target group may use this material as basis for gap analysis,
as material to evaluate the impact of research and as source for innovation actions with
regard to the further development and implementation. Finally, this target group may use
this material as a useful resource for numerous academic activities, such as teaching,
research, support of scholars, etc.

Beyond these main target groups, some individual parts of the information provided in this
report may be useful to a further number of target groups. For example, the assessed
vulnerabilities T as a consolidation from various sources - may be a valuable resource for
standardisation work in order to check the completeness of already performed assessments.
Moreover, the provided material may be used within risk assessment within certification
activities, providing information about the threat exposure, as well threat actor motives and
objectives. Finally, both the 5G asset inventory and the 5G threat taxonomy can be used as-is
or further developed by any stakeholders in performing their own vulnerability, threat and risk
assessments.
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1.4 STRUCTURE OF THE REPORT

This report presents the results of the performed vulnerability and threat assessment work in
the following manner

1

Chapter 2 presents the stakeholders having a role in all phases of 5G implementation,
covering specification, development, deployment, operation and supervision of the 5G
infrastructure. They constitute an essential part of the 5G ecosystem. The identified,
stakeholders carry the main responsibility for the implementation and management of
cybersecurity controls, thus being responsible for mitigating the threats identified in this
report.

Chapter 3 presents the architectural framework of 5G technology by offering a generic
architecture. By means of @oom-insdit provides details of various components,
including introduced novelties and an overview of security considerations. These
details will contribute to the process of identifying the critical assets of the technology.

Chapter 4 presents the results of the vulnerability assessment of for each zoom-in. It
presents vulnerability groups affecting the assets of each particular zoom-in. It
provides an overview of the detailed vulnerabilities presented in the annexes (Annexes
C-M) of this report. While this chapter provides an overview of vulnerability groups per
zoom-in, the detailed information embraces detailed vulnerabilities, associated with
threats, mitigation controls and references to corresponding collected material,

Chapter 5 presents the 5G asset inventory. It consists of a collection of important
assets drawn for the components presented in the zoom-ins in the form of a mind map
available in Annex A. The assets inventory contains assets whose vulnerabilities have
been assessed in the previous chapter.

Chapter 6 presents an overview of the assessed cyber-threats. Interrelated threats
have been grouped to form a taxonomy that is presented as a detailed mind map in
Annex B.

Chapter 7 provides information on threat agents. It is a first approach towards the
assessment of potential motives emerging from the abuse/misuse of 5G assets.

Chapter 8 provides recommendations and conclusions drawn from the threat analysis.

The detailed vulnerabilities, emerging security requirements, corresponding threat groups
exploring them, and mitigation controls are presented in the Annexes. The material used in the
analysis produced for this report, which is referenced in footnotes through URLSs, was last
accessed on the day of publication of this study. The referenced material will help interested
readers to dive into further detail in the complexity of the 5G infrastructure when needed.
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2. 5G STAKEHOLDERS

2.1 STAKEHOLDERS MAPPING

The stakeholders of the 5G ecosystem have not considerably changed since the previous
edition of the 5G Threat Landscape. However, by going into some additional details, one could
amend the list of stakeholders to include some additional ones that will have a role in the 5G
ecosystem, firstly due to the inclusion of processes in the scope, and secondly by reaching a
degree of detail that may potentially motivate other stakeholders to take action in 5G.

Stakeholders will play different roles in the 5G ecosystem. Among other things, these entities
will be responsible for assuring the security of the network at different levels and in separate
layers. According to the 5G-PPP White Paper on the architecture,C the list of stakeholder roles
in the 5G ecosystem is the following:

Service customers (SC);

Service providers (SP);

Mobile Network Operators (MNO) also known as Network Operators (NOP);
Virtualisation Infrastructure Service Providers (VISP) and

Data Centre Providers (DCSP).

= =4 =4 =4 =4

In the meantime, 5GPPP has issued a very comprehensive and detailed collection of 5G
stakeholders. The graph can be found here!!. The provided stakeholder groups and the detail
list of organisation types provide the full picture of entities engaging in the 5G ecosystem,
including private, governmental and international organisations.

The major stakeholder roles remained the same as in the previous 5G Threat Landscape
edition. These were:

Network infrastructure providers;

National Regulators (NRAS);

Information sharing and analysis centres (ISACs);

National cybersecurity coordinators/agencies/centres (NCSCs);

National 5G Test Centres (NTCs);

National Certification Authorities (NCAs) and

Competent EU institutions, European Commission Services, Agencies, Bodies,
Committees and Groups (including NIS-CG, ECCG, ECSO, ENISA and BEREC).

= =4 =4 -4 4 -a

Interested readers that would like to revisit the role of the above stakeholders in the 5G
ecosystem, may revisit the previous 5G Threat Landscape edition2.

Some additional roles encountered in the collected material are worth mentioning at this point.
The importance of these roles has emerged through a better understanding of 5G
implementation and roll-out details on the one hand, but also from additional operational and
organisational needs w.r.t. 5G in shorter and longer term. These roles are:

1 International standardisation bodies holding an obvious role in the development of
open, publicly available and traceable 5G standards;

10 https://5g-ppp.eu/wp-content/uploads/2020/02/5G-PPP-5G-Architecture-White-Paper_final.pdf, accessed October 2020.

1 https://5g-ppp.eulrevised-5g-ppp-stakeholders-picture-and-glossary/, accessed October 2020.
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Accreditation bodies will be active in the assurance of security
capabilities/requirements of accredited entities (e.g. 5G test-labs, auditors, skills, etc.);
Accredited 5G labs taking over testing and certification of 5G related components;
Telco/5G related professional organisations/associations developing good practices for
5G cybersecurity policies at technical and organisational level,

Audit organizations developing audit-guidelines for 5G infrastructures, services and
operation;

Research organisations contributing to R&D tasks related with all kinds of innovation
actions in the areas related to 5G, including verticals and

Open source organisations providing technological support and guidance in the
development of 5G functions and services.

When assuming these roles, the entities mentioned above should have different levels of
concern regarding 5G assets, among other things carrying responsibility for the risk mitigation
pertinent to the assets of concern. Although all above stakeholders do play a role in the 5G
ecosystem, their engagement emerges on a rather ad-hoc manner in current 5G activities.
When a more systematic description of activity-engagement is available, a more systematic role
mapping will be beneficial for a clearer assignment of responsibilities and a better coordination
of their actions.
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3. 5G NETWORK DESIGN AND
ARCHITECTURE

This chapter is an update of the 5G Architecture of the 2019 5G Threat Landscape report?.
Main source of the changes of the 5G architecture is progress made in the 3GPP specification
work as it is documented in the recent version (3GPP Release 16).

December 2020

Just as in the 20196s | andscape, tebturesandcptodded er consi sts of a

the details of individual kieys @ o mplonewit 3g bfyumeelaa s
their functionality and purpose. By doing so - besides the generic 5G architecture depicted - a

number of detailed views of particular components is being presented, namely: Core Network,

Management and Network Orchestrator (MANO), Radio Access Network (RAN), Network

Function Virtualisation (NFV), Software Defined Network (SDN), Multi-access Edge Computing

(MEC), User Equipment (UE), Security Architecture (SA) and 5G Physical Infrastructure

components. These zoom-ins have been adopted from the previous version of the 5G Threat

Landscape and have been updated according to the progress of the specification work.

I'n this year 6s analrzosn-insrhave eenmdevelopet diri parficular a zoom-in
dedicated to implementation options and a zoom-in on processes. These zoom-ins capture
some additional elements adopted/developed during 2020 that capture i) the migration options
of 5G infrastructure and ii) a process map with the relevant processes for the procurement,
development and maintenance of 5G infrastructure. In contrast to the rest of the presented
zoom-ins, the process map consists solely of various processes. We have included this zoom-in
in the 5G architecture in order to ensure a unified way of addressing vulnerabilities and threats
for pertinent to matters related to processes.

An additional element introduced for each zoom-in are two sections, one describing the
novelties established in 2020, and a second presenting security considerations related to
components of each zoom-in. While the former provides a summary of the performed changes,
the | atter est abl vwisdnabiltiesahapgten (see dngpeed4).t o t he

Not all components of 5G architecture have undergone changes. For the sake of completeness,
however, unchanged components of the previous 5G Threat Landscape version are repeated in
this document. They are amended with the introduced changes (marked with blue text). This
redundancy has been introduced in order to make the presented content self-contained and
facilitate reading.

Just as in the 5G Threat Landscape of 2019, in order to deal with complexity both at the level of
the generic 5G architecture and individual zoom-ins, the details of the various interfaces and
protocols have not been considered. A short description of the purpose and functionality is
provided in a separate table for each individual component. A generic 5G architecture and the
corresponding zoom-ins facilitate the identification of assets presented in chapter 5.

2 https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-5g-networks, accessed October 2020.

dét aiZloiomg

17


https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-5g-networks

A ENISA THREAT LANDSCAPE FOR 5G NETWORKS

* * December 2020
5 enisa
'k* W

3.1 5G USE CASES

The 5G architecture supports the various use-cases of this infrastructure, as these have been
envisaged in the 3GPP specification. An understanding of these use-cases provides the context
of use for various supported functions and architectural decisions met within the 3GPP group.

The new release 16 introduces new concepts and changes to the technical specifications of 5G
mobile networks. The work of the various 3GPP working groups resulted in the completion of
the 5G NR specifications for standalone (SA) mode. An important feature of this release is to
leverage the LTE core network to support the expansion of the 5G Network. The release 16 is
all about incrementing enhancements for mobile broadband in various requirements such as
coverage, latency, capacity, mobility, power, reliability, ease of deployment, among others.
Another core improvement with release 16 is the support to new use cases.

This has led to an enrichment of use-cases. While the previous edition of the 5G specification
envisaged the use cases: i) Enhanced mobile broadband (eMBB), ii) Ultra-reliable low latency
communication (URLLC) and iii) Machine Type Communications (MTC), the current version
enlarges significantly the scope by taking into account some verticals. The table below provides
an overview of those verticals.

Table 1: 5G Deployment Scenarios

Deployment Scenarios

Intelligent transportation systems (ITS) and vehicle-to-anything (V2X) communications

One example of a mission-critical use case is the transport system. The use of the 5G Network to enhance
automotive safety is another focus area of release 16. It includes several enhancements in support to
cellular-vehicle-to-everything (C-V2X) communications and intelligent transportation systems (ITS). The
improvements in C-V2X specification include vehicle-to-vehicle (V2V), vehicle-to-pedestrian (V2P), and
vehicle-to-infrastructure (V2I) communications. These are all required to increase transport safety in the
current environment but also in the future implementation of autonomous driving. Intelligent transportation
systems are another major vertical focus area in release 16. This vertical area will provide a wide range of
transport and traffic-management use cases to the network.*?

Industrial Internet of Things (lloT) and ultra-reliable low latency communication (URLLC)

The 1IOT is also a major vertical focus area of release 16. The introduction of 5G NR into 10T use cases will
enable the research and innovation of a future wirelessly connected and reconfigurable factory. It creates an
opportunity to introduce IloT to support factory automation, electrical power distribution and transportation. It
introduces important enhancements in network latency and reliability. The support for time-sensitive
networking (TSN) is also included in this release, where very accurate time synchronization is essential in
factory automation use IloT.

Integrated access and backhaul (IAB)

To expand 5G NR mmWave network coverage the cost of new fibre optics backhaul installations is typically

high and a major challenge when deploying additional base stations. Release 16 eliminates the need for this
wired backhaul, since it introduces integrated access allowing a base station to provide both wireless access
for devices and wireless backhaul connectivity.

NR-Based access to unlicensed spectrum (NR-U)

Release 16 allows 5G Networks to operate in unlicensed spectrum that is the largest available. The existing
global 5 GHz and 6 GHz unlicensed band is used by Wi-Fi and LTE LAA and is attractive use case for
increasing data rates and capacity to the network. The specifications define two operation modes: NR-U
with an anchor in licensed-assisted (shared spectrum) and standalone NR-U with only unlicensed spectrum.

13 https://www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/5g-nr-evolution, accessed October 2020.
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Besides these verticals, the new specification adds more than 20 standard technological
features, including a series of improvements for enhanced mobile broadband (eMBB) and
further vertical applications. These eMBB improvements cover Massive MIMO, cell interruption-
free handover, and remote interference suppression. Moreover, introduced additional
improvements may be considered as enablers that will enhance the efficiency of 5G for a series
of further applications. The table below provides a summary of those improvements/features.

Table 2: Additional 5G enabling features for all verticals

5G EFFICIENCY

Important enhancements in release 16 features can be found in the areas of multiple-input, multiple-output
(MIMO) and beamforming enhancements, dynamic spectrum sharing (DSS), dual connectivity (DC) and
carrier aggregation (CA), positioning and user equipment (UE) power saving. The most relevant 5G
efficiency improvements are as follows:

Interference mitigation

Release 16 introduces Remote Interference Mitigation (RIM) and Cross-Link Interference (CLI) features.
Base stations can communicate and coordinate (Via reference signals (RIM-RS) over-the-air or in
combination with backhaul signalling) mitigation of base station TDD DL-to-UL ducting interferences (to
indicate the presence of interference and whether enough mitigation is in place). With CLI, devices can
measure and report inter-/intra-cell interferences (Inter-cell: when devices have semi-static TDD scheduling,
Intra-cell: when devices support dynamic TDD) caused by neighbouring devices with different TDD
configurations.

MIMO Performance

Release 16 introduces MIMO enhancements including:

1  enhanced beam handling;

1  channel-state information (CSI) feedback;

1 support for transmission to a single UE from multiple transmission points (multi-TRP)
1 full-power transmission from multiple UE antennas in the uplink (UL).

Some of these enhancements are meant to increase the throughput of the network, reduce overhead,
and/or provide additional robustness.

High-precision positioning

With an increase in the number of use cases and applications requiring accurate outdoor and indoor
positioning, release 16 introduces various DL-based and UL-based positioning methods, to meet the
accuracy requirements for different use cases. The way it is operated, the network location server collects
and distributes information related to positioning of the user device (UE capabilities, assistance data,
measurements, position estimates, etc.) to the other entities involved in the positioning procedures. Single
and multi-cell positioning also brings precision geolocation in support of ITS/V2X communications and IloT
applications (see use cases).

Power consumption

Another important aspect of release 16 is to further reduce device power consumption in user devices. For
example, the use of a wakeup signal (WUS), a low-power control channel to indicate activity or lack thereof
in the corresponding DRX (discontinuous reception) monitoring period. Others examples include optimized
low-power settings, efficient power controls, and overhead reduction, and more efficient power control
mechanisms. Smart new power-saving features help improve device battery autonomy even in high-use
applications®®.

Dual connectivity and carrier aggregation (CA/DC)

Release 16 also reduces latency for CA/DC setup and activation to achieving higher data rates. In this
case, connectivity can be resumed after periods of inactivity. Furthermore, release 16 also introduces a
triggering of CSl reference signal transmissions in case of the aggregation of carriers with different
numerology.

4 https://www.qualcomm.com/news/ong/2020/07/07/propelling-5g-forward-closer-look-3gpp-release-16?, accessed October 2020.
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Mobility enhancements

Reduced interruption time Oms handover enabled by dual active protocol stack with concurrent source/target
cell transmissions/reception. Improved mobility robustness Device-driven conditional handover for single
and dual connectivity, and fast handover failure recovery.

1 Sub-7 GHz and mmWave;
1  Both inter- and intra-frequency handovers;

1  Beneficial to high-mobility use cases (e.g., train, aerial).
Enhanced ultra-reliable, low-latency communication (eURLLC)

An important Work Item in Release 16 was aimed at enhancing support for ultra-high reliability and low-
latency communications. The main features introduced by this work item include enhancements in the 5G
Core network mechanisms, physical layer enhancements for 5G New Radio and support of New Radio
Industrial Internet of Things Mechanisms to increase reliability include a redundant transmission mechanism,
enhanced QoS monitoring and RAN support for higher layer multi-connectivity'®. Mechanisms to reduce
latency and to guarantee session continuity were also introduced in the 5G Core functions and supported by
enhancements in the physical layer specification of the 5G New Radio. Finally, enhancements aimed
specifically at industrial 0T scenarios include accurate reference timing delivery, scheduling enhancements
and improved handling of Time Sensitive Communication data.

Self-Organised Network (SON)

Release 16 enhances SON with the concept of mobility robust optimization (MRO), mobility load balancing
(MLB), and RACH optimization. Specifying device reporting needed to enhance network configurations and
inter-node information exchange (e.g., enhancements to interfaces like N2, and Xn).

Concluding this section, we would like to present the planned evolution of 5G 3GPP

specification. 5G specifications are in continuous development by the 3rd Generation

Partnership Project (3GPP). Since | ast yeardés report, the
which reached specification freeze in July 2020, with items related to Radio Access Network

due for finalisation in December 2020. The timeline of specification development is presented

below?s:

Figure 2: Timeline of 3GPP specification versions
2020 2021 2022

Mar. Jun. Sep. Dec. Mar. Jun. Sep. Dec. Mar. Jun. Sep. Dec. Mar.
TSG#83 TSG#84 1SG#85 TSG#86 TSG#87 1SG#88 TSG#89  TSG#90 TSG#91 1SG#92 TSG#93 TSG#94 TSG#95
‘ |
P rei-16 stage 2 2 Rel-16 RAN Completion
. Rel-16 Stage 3 Release 16

AT eana ‘

1

Rel-17 RAN Content Definition ‘

Rel-17 Stage 1 Release 17
|
Rel-17 RAN Completion ASN RANA
(RAN2/3/4core)
f }
HBE Lok Release 18
Definition |
(TBC)

Source: 3GPP 1SG SA#87e, 17-20 March 2020, e-meeting document SP-200222 ©3GPP 2020

It is considered as meaningful to plan prospective versions of the 5G Threat Landscape in order
to accommodate updates introduced by newer versions of the specification (e.g. end of 2021,
covering Release 17 Stage One, and end 2022 covering Release 17 Stage Two).

15 3GPP TR 21.916 V0.5.0 (2020-07) Technical Report 3rd Generation Partnership Project; Technical Specification Group
Services and System Aspects; Release 16 Description; Summary of Rel-16 Work ltems (Release 16) -
https://www.3gpp.org/ftp/Specs/archive/21_series/21.916, accessed October 2020.

16 https://www.3gpp.org/release-16, accessed October 2020.
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3.2 GENERIC 5G ARCHITECTURE

In this section, we present the evolvement of the 5G architecture as resulted from the
specification updates of 3GPP Release 1627. Within this chapter, the complete architecture is
being presented, whereas novelties are marked through blue coloured text in the tables
detailing the zoom-in components. Updates have been implemented either at the level of
descriptions, or as new components introduced by the 3GPP specification Release 16. At the
level of zoom-ins, a special section describes in more details the rational and functions behind
the introduced novelties. A further section describes the security considerations relating to each
zoom-in.

Just as in the previous version of the 5G TL, the generic 5G architecture is presented through
its main components depicted as labelled boxes. These boxes have been arranged based on
layers, depicting their functional role in the 5G architecture (i.e. virtualisation layer and physical
infrastructure layer). This architecture aims at providing an overview of the main groups of
foreseen 5G functionality and is a consolidation of components/functions found in the analysed
material (e.g. 14, 19, 24, 25, 26, 27, 28).

Specifically in 5G, the architecture was designed in a way that connectivity and services can be
supported, enabling techniques such as Network Function Virtualisation (NFV), Network Slicing
(NS) and Software Defined Networking (SDN), Slicing, etc. This service-based architecture
meets multiple functional and performance requirements built upon new use cases.

The generic 5G architecture presents an overview of the various components that are further

detailed and depictedthr ough s peciinfsiéc iénZofoomt hcomi ng sections. |t is wor
that for the Transport anridn 60 Sasa sc odnepvoenl eonptesd,. nHbo woeZvoeorm t hey ha
been included in the generic 5G architecture for consistency reasons, and relations with OSS

are detailed in the corresponding zoom-ins for NVF and Network Slicing Management.

Also, as an evolution from the first version of the architecture, in this version relevant processes
are taken into account, as MNO, Vendor and Assurance processes are consequential for the
overall security of the 5G Network. The 5G generic or high-level technical architecture is
depicted in the following figure.

Figure 3: Generic 5G Architecture
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3.3 CORE NETWORK ARCHITECTURE (ZOOM-IN)
One of the most important innovations in the 5G architecture is the complete virtualisation of the

Core networ k. As an example, the 6ésoftwarisationd of networ|
portability and higher flexibility of networking systems and services (Control-User Plane

Separation, CUPS). The Software Defined Network (SDN) abstracts low-level network

functionalities to simplify network management. Network Function Virtualisation (NFV) provides

the enabling technology for placing various network functions in different network components

on the basis of performance needs/requirements; and eliminates the need for function-or

service-specific hardware. SDN and NFV, complementing each other, improve the network

elasticity, simplify network control and management, break the barrier of vendor-specific or

proprietary solutions, and are thus considered as highly important for future networks. These

novel network technologies and concepts thatrelyheavi |l y on 6softwarisationd and virtu
of network functions will introduce new and complex threats. The core network is the central

part of the 5G infrastructure and enables all functions related to multi-access technologies. Its

main purpose is to deliver services over all kinds of networks (wireless, fixed, converged) .

All'in all, in the new specification Core Network has been amended with some new functions
and few components, while the overall structure remained almost unchanged. The majority of
added functions are related to localization issues and implementation of location services. In the
figure presented below, these new functions have been added. At the same time, slicing has
been omitted in the Core Network zoome-in, as it is included in a specialized zoom-in later in this
chapter. The Core network has been defined by 3GPP and its structure is as follows:

Figure 4: Core network architecture Zoom-in

AUSF NSSF ubm NRF PCF NEF I |
[ I 1 I I | | I
Nausf Nnssf Nudm Nnrf Nnssf Nnef | |
[=—F i SEPP l
fusr[) | (o ) | |
N |
| | | | |
Namf Nnssaaf Nsmf Nucmf NImf
| | | scP
NSS
AMF AAF SMF UCMF LMF =
Data
Ngmlc | Network | |
Naf ' | I
GMLC | | |
N3 UPF N6 i I |
Mool
5G CN

22



ENISA THREAT LANDSCAPE FOR 5G NETWORKS

The description of the elements of 5G Core network are as follows:

(As defined in 3GPP TS23.501 Section 6.2.1%")
AMF may include the following functionalities:

Access and Mobility
Management function
(AMF)

Session Management
function (SMF)

D> DD DD D> > D> D> D>

Termination of RAN CP interface;

Termination of NAS, NAS ciphering and integrity protection;

Registration management;

Connection management;

Reachability management;

Mobility Management;Provide transport for SM messages between UE and SMF;
Transparent proxy for routing SM messages;

Access Authentication;

Access Authorisation.

Provide transport for SMS messages between UE and SMSF;

Security Anchor Functionality;

Location Services management for regulatory services;

Provide transport for Location Services messages between UE and LMF as well
as between RAN and LMF;

EPS Bearer ID allocation for interworking with EPS; UE mobility event notification;
Support for Control / User Plane Cellular 10T (CloT) optimisation;

Support for Network Slice Specific Authentication and Authorisation.

(As defined in 3GPP TS23.501 section 6.2.2)

SMF may include the following functionalities:

DD D> D> > D> D

>

Session Management; UE IP address allocation & management (DHCPv4 and v6
(server and client) functions);

Respond to Address Resolution Protocol (ARP) requests and / or IPv6 Neighbour
Solicitation requests;

Selection and control of UP function, including controlling the UPF to proxy ARP
or IPv6 Neighbour Discovery;

Selection and control of UP function;

Configures traffic steering at UPF to route traffic to proper destination;
Termination of interfaces towards Policy control functions;Charging data collection
and support of charging interfaces;

Control and coordination of charging data collection at UPF;

Termination of Session Management parts of NAS messages;

Downlink Data Notification;

Determine Session and Service Continuity mode of a session.

Support for Control Plane CloT Optimisation

Support of header compression;

Provisioning of external parameters (Expected UE Behaviour parameters or
Network Configuration parameters);

Support Proxy-CSCF discovery for IP Multimedia Subsystem (IMS) services;
Roaming functionality;

Handle local enforcement to apply QoS SLAs (VPLMN);

Charging data collection and charging interface (VPLMN);

Lawful intercept (in VPLMN for SM events and interface to LI System);

Support for interaction with external DN for transport of signalling for PDU Session
authentication/authorisation by external DN;

Instructs UPF and NG-RAN to perform redundant transmission on N3/N9
interfaces.

(NOTE: Not all of the functionalities are required to be supported in an instance of a
Network Slice. In addition to the functionalities of the SMF described above, the SMF
may include policy related functionalities as described in clause 6.2.2 in TS 23.5031¢)

17 3GPP TS 23.501 V16.6.0 (2020-09) Technical Specification 3rd Generation Partnership Project; Technical Specification
Group Services and System Aspects; System architecture for the 5G System (5GS); Stage 2 (Release 16),
https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/33501-g40.zip ,accessed October 2020.

18 https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=3334, accessed October

2020.
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User plane function
(UPF)

Policy Control Function

(PCF)

Network Exposure
Function (NEF)

Network Repository
Function (NRF)

Unified Data
Management (UDM)

Authentication Server
Function (AUSF)

Application Function
(AF)
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UPF supports:

Packet routing & forwarding;

Packet inspection;

QoS handling;

Lawful intercept (UP collection);

Traffic usage reporting;

It acts as external PDU session point of interconnect to Data Network (DN);
Is an anchor point for intra- & inter-RAT mobility;

T2 > D I I >

IPv6 Neighbour Solicitation requests based on local cache information for the
Ethernet PDUs;

Time sensitive Networking (TSN) Translator functionality;

High latency communication, see clause;

> > >

Multi Access PDU Session traffic;
A Inter PLMN UP Security (IPUPS) functionality.

PCF supports:

A Unified policy framework;
A Policy rules to CP functions and
A Access subscription information for policy decisions in UDR.

NEF supports:
A Exposure of capabilities and events;
A Secure provision of information from external application to 3GPP network;
A Translation of internal/external information;
A NEF may also support a 5GLAN Group Management Function: The 5GLAN Group

Management Function in the NEF may store the 5GLAN group information in the

UDR via UDM as described in TS 23.502%%;
Exposure of analytics;
Support of Non-IP Data Delivery;

D> >

for service exposure.

NRF supports service discovery function and maintains NF profile and available NF
instances.

A Supports Proxy-CSCF discovery for IP Multimedia Subsystem (IMS) services;

A Supports Service Communication Proxy (SCP) discovery, and maintains SCP
profile of available SCP instances;

A Notifies about registered/updated/ deregistered NF and SCP instances, and
maintains the health status of NFs and SCP.

UDM supports:

Generation of Authentication and Key Agreement (AKA) credentials;
User identification handling;

Access authorisation;

Subscription management;

5GLAN group management handling;

Support of external parameter provisioning.

T I > >

AUF supports authentication for 3GPP access and untrusted non-3GPP access.

AF interacts with the Core network in order to provide services, for example to support

the following:

/:\ Application influence on traffic routing;

A Accessing Network Exposure Function;

A Interacting with the Policy framework for policy control.

A Interactions of the IP Multimedia Subsystem (IMS) with the 5G Core

19 3GPP TS 23.502 V16.6.0 (2020-09) Technical Specification 3rd Generation Partnership Project; Technical Specification
Group Services and System Aspects; Procedures for the 5G System (5GS); Stage 2 (Release 16),
https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/33501-g40.zip, accessed October 2020.

Functionality to respond to Address Resolution Protocol (ARP) requests and / or

Access Traffic Steering, Switching and Splitting (ATSSS) functionality to steer the

When UE is capable of switching between EPC and 5GC, an SCEF+NEF is used
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Unified Data Repository
(UDR)

Unstructured Data
Storage Function (UDSF)

Network Slice Selection
Function (NSSF)

Gateway Mobile Location
Centre (GMLC)®

Localisation
Management Function
(LMF)

Service Communication
Proxy (SCP)

UE radio Capability
Management Function
(UCMF)

Network Slice Specific
Authentication and
Authorisation Function
(NSSAAF)

Nausf, Nnrf, Nudm, Nnef,
Namf, Nmssf, Nsmf,
Npcf, Naf, NImf, Ngmlc,
Nssaaf, Nucmf

N1

N2

N3

N6
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UDR supports the following functionality:

Storage and retrieval of subscription data by the UDM,;
Storage and retrieval of policy data by the PCF;
Storage and retrieval of structured data for exposure;

> > > >

AF request information for multiple UEs), by the NEF.

(See also 3GPP TS23.501 section 6.2.11)

A Storage and retrieval of NF Group ID corresponding to subscriber identifier (e.g.
IMPI, IMPU, SUPI);

The UDSF is an optional function that supports Storage and retrieval of information as
unstructured data by any NF.

The NSSF offers services to the AMF and NSSF in a different PLMN via the Nnssf
service based interface (see 3GPP TS 23.501and 3GPP TS 23.502).

The GMLC contains functionality required to support Location Services (LCS). In one
PLMN, there may be more than one GMLC.

A GMLC is the first node an external LCS client accesses in a PLMN. AFs and NFs may
access GMLC directly or via NEF.

After performing authorisation of an external LCS Client or AF and verifying target UE
privacy, a GMLC forwards a location request to either a serving AMF or to a GMLC in
another PLMN in the case of a roaming UE.

The LMF manages the overall co-ordination and scheduling of resources required for
the location of a UE that is registered with or accessing 5GCN. It also calculates or
verifies a final location and any velocity estimate and may estimate the achieved
accuracy. The LMF receives location requests for a target UE from the serving AMF
using the NImf interface. The LMF interacts with the UE in order to exchange location
information applicable to UE assisted and UE based position methods and interacts
with the NG-RAN, N3IWF or TNAN in order to obtain location information.

An NF service is one type of capability exposed by an NF (NF Service Producer) to
other authorized NF (NF Service Consumer) through a service-based interface NF
services may communicate directly, or indirectly via an SCP.

As defined in 3GPP TS 23.501, Clause 6.2.19, the Service Communication Proxy (SCP)
includes one or more of the following functionalities:

Indirect Communication;

Delegated Discovery;

Message forwarding and routing to destination NF/NF service;
Message forwarding and routing to a next hop SCP;

Communication security (e.g. authorisation of the NF Service Consumer to access
the NF Service Producer API), load balancing, monitoring, overload control, etc.

B>

The UCMF is used for storage of dictionary entries corresponding to either PLMN-
assigned or Manufacturer-assigned UE Radio Capability IDs.

An AMF may subscribe with the UCMF to obtain from the UCMF new values of UE
Radio Capability ID that the UCMF assigns for the purpose of caching them locally.

The Network Slice Specific Authentication and Authorisation Function (NSSAAF) offers

support for Network Slice-Specific Authentication and Authorisation as specified in TS
23.502 with an Authentication, Authorisation and Access Server (AAA-S).

These are service-based interfaces exhibited by 5G Core Control-plane functions.

Reference point between the UE and the AMF.
Reference point between the RAN and the AMF.
Reference point between the RAN and the UPF.

Reference point between the UPF and a Data Network.

Application data (including Packet Flow Descriptions (PFDs) for application detection;

December 2020

20 3GPP TS 23.273 V16.4.0 (2020-07) Technical Specification 3rd Generation Partnership Project; Technical Specification
Group Services and System Aspects; 5G System (5GS) Location Services (LCS); Stage 2 (Release 16),
https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/33501-g40.zip, accessed October 2020.
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3.3.1 ELEMENTS OF NOVELTY IN RELEASE 16

The new features and enhancements brought by release 16 of the GPP specification, presented
in the section Generic Architecture are reflected in updates and additions to the 5G Core
functions, as highlighted in the detailed table above. The most important enhancements and
their impact on the 5G Core are presented below:

New functions are added to the 5G Core toolset, to support Network-Slice Specific

Aut hentication (NSSAAF), Location Services (GMLC), and enhal
specification support use-cases such as cellular 10T Support, Ultra-reliable low latency

architecture, 5G LAN services, Time Sensitive Networking for Industrial 10T, Vehicle to

everything.

A significant enhancement for the Service Based Architecture is the enablement of indirect
communication and delegated discovery through the Service Communication Proxy. This
increases flexibility, allowing communication between Network Functions via Network
Repository Function (NRF) and Service Communication Proxy (SCP).

Enhancements in the network analytics exposure features is an important enabler for Network
Automation in the 5G system.

Another feature provided is Radio Capabilities Signalling (RACS) Optimization via optimized
signalling of UE Radio capabilities by introducing mapping of RACS ID to UE Radio Capability
in the network. The mapping between RACS ID to UE Radio capabilities will be stored in the
new Network Function UE (radio) Capability Management Function (UCMF) and cached in the
AMF and gNB.

The network slicing function is improved beyond network-slice specific authentication with
enhanced SMF/AMF topologies and with interworking support with the Evolved Packet System,
in view of the Non Standalone (NSA) deployments.

3.3.2 SECURITY CONSIDERATIONS

The specification of 5G Core network functions were developed as to close known
vulnerabilities in existing network. The effort is ongoing; for instance, the most recent version of
the 5G architecture specification?! further enhances the closing of a known User Plane Integrity
Protection vulnerability, by adding new requirements for the UE to support User Plane Integrity
Protection at full-rate. . The full set of security mechanisms in the 5G system is presented in the
Security Architecture section.

However, the 5G core functions rely on an underlying infrastructure of hardware, software and
processes that come with their security threats and vulnerabilities. In the NFV and SDN zoom-
ins we will address the relevant security considerations related to virtualisation, softwarisation
and associated management and orchestration mechanisms. In the Processes map section, we
discuss the relevant security considerations.

Apart from these, the following general security considerations apply:
Service-based architecture

The 5G Core functions is meant to be largely composed of applications running on general-
purpose hardware that communicate through application programming interfaces (APIs). The

21 3GPP TS 23.501 V16.6.0 (2020-09) Technical Specification 3rd Generation Partnership Project; Technical Specification
Group Services and System Aspects; System architecture for the 5G System (5GS); Stage 2 (Release 16),
https://www.3gpp.org/ftp/Specs/archive/23_series/23.501/23501-g60.zip, accessed October 2020.
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integrity of the software, especially from open-source locations and the overall software supply
chain, is an area of vulnerability. As services can be created, destroyed, and communicate with
each other dynamically, systems must be properly authenticated and communications protected
in order to prevent unauthorized execution of functions or access to data??.

Affected components: Service-based interfaces
Failure to meet General Security Assurance Requirements

The security assured by the 5G Core functions and the security of the 5G Core itself is built
upon the permanent update of Security Assurance Requirements for critical network
components such as UDM, AUSF, SEPP, NRF, NEF, SMF, AMF and UPF.

However, a security update gap between new security requirements and deployment of
updated versions of network functions in operational systems will unavoidably exist. There are
two major factors in reducing thisgap:a)vendor s 6 r e dngssumg and \alitaisg new
versions of the network functions that address the updated requirements, and b) timeliness and
effectiveness of MNO processes to update operational systems to recently released and SCAS-
evaluated versions.

Affected components: UDM, AUSF, SEPP, NRF, NEF, SMF, AMF, UPF.
IP Based Protocol stack

5GC moves to an IP based protocol stack, allowing interoperability with a wider number of
services and technologies in the future. The following protocols, schemas and processes will be
adopted in 5GC:

1 HTTP/2 and JSON as application layer and serialization protocols, replacing Diameter
over the S6a reference point

1 TLS as an additional layer of protection providing encrypted communication between
all network functions (NF) inside a public land mobile network (PLMN)

1  TCP as the transport layer protocol

1 RESTful framework with OpenAPI 3.0.3 as the Interface Definition Language (IDL).

As these protocols are used in the wider IT industry it will likely lead to a shorter vulnerability to
exploitation timeline, and higher impact of vulnerabilities within these protocols. Vulnerability
reporting schemes will have to manage the increased scope of these protocols. Once located
the time to patch for vulnerabilities should be short.

Affected components: All functions

3.4 NETWORK SLICING (NS) (ZOOM-IN)

One of 5G06s key features wil |l 2Benallebtheflexpplpandt uni ty for net wor |
efficient creation of specialized end-to-end logical networks on top of shared network

infrastructure. Network slicing belongs to the category of virtualization networking paradigm,

together with Software-Defined Networking (SDN) and Network Function Virtualization (NFV).

22 Security considerations for the 5G era, 5G Americas, July 2020, https://www.5gamericas.org/wp-
content/uploads/2020/07/Security-Considerations-for-the-5G-Era-2020-WP-Lossless.pdf accessed October 2020.
2 https:/lwww.sdxcentral.com/5g/definitions/5g-network-slicing/, accessed October 2020.
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Network slicing can take advantage of SDN and NFV, but it can be seen as an independent
technology24.

5G system is expected to be able to provide optimized support for a variety of different
communication services, different traffic loads, and different end user communities?s. A clear
benefit of 5G network slicing for operators will be the ability to tailor the functionalities and
allocation of network resources to specific customers and particular market segments.

In this update of the 5G architecture, we include in this zoom-in all interrelated slicing functions
that are located within the scope of other zoom-ins. This decision has been made in order to
have in a single picture all relevant slicing components and functions, providing thus an
integrated view.

Communication between autonomous cars, for instance, requires minimal latency (the lag time
it takes for a signal to travel), but not necessarily high throughput (the amount of data a network
can process per second) while a use-case such as augmented reality will require more
bandwidth.

Network Slicing components are presented in relation to the impacted elements of the network

Resource Layer

/
/

Physical and Virtualized Resources

/
/

architecture, as depiicnsedd i Tarefarehoedmappsigisarus 6 Zoom
alternative means for describing slice functions of 5G. The dependency of slices with the
various components of the 5G generic architecture is shown in the figure below:
Figure 5: Network slicing architecture Zoom-in
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24 R. F. Olimid and G. Nencioni, "5G Network Slicing: A Security Overview," in IEEE Access, vol. 8, pp. 99999-100009,
2020, doi: 10.1109/ACCESS.2020.2997702, accessed October 2020.
25 3GPP TS 28.530 V16.2.0 (2020-07) 3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; Management and orchestration; Concepts, use cases and requirements (Release 16),

https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/33501-g40.zip, accessed October 2020.
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The elements of the 3GPP Slicing Management System are as follows:

Service Instance Layer
(Communication Services)

Communication Service
Management Function
(CSMF)

Network Slice Management
Function (NSMF)

Network Slice Subnet
Management Function
(NSSMF)

Network Slice Instance (NSI)

Network Slice Subnet
Instance (NSSI)

Network Functions (NF)

Core Network Functions
(CNF)

Access Network Functions
(9NB)

NFV MANO

Element Management
System (EMS)

Operations Support System
(OSS)

Resources layer

Management Functions
Service Based Interface
(SBI)

Os-Ma-nfvo

The Service Instance Layer represents the services (end-user service or business
services) which are to be supported. Each Communication Service is represented by a
Service Instance.

Typically services can be provided by the network operator or by 3rd parties. In line
with this, a Service Instance can either represent an operator service or a 3rd party
provided service.?.

This function is responsible for translating the communication service related
requirement to network slice related requirements.

The CSMF communicates with the Network Slice Management Function (NSMF).

This function is responsible for the management (including lifecycle) of NSls. It derives
network slice subnet related requirements from the network slice related requirements.
NSMF communicates with the NSSMF and the CSMF.

This function is responsible for management and orchestration of Network Slice
Subnet Instances.

The Network Slice is a logical network that provides specific network capabilities and
network characteristics. The Network Slice Instance is a representation of a set of
network functions and the associated resources (e.g. compute, storage and
networking resources) supporting network slice.?.

The network slice subnet represents a group of network functions (including their
corresponding resources) that form part or complete constituents of a network slice.
The grouping of the network functions allows the management of each group of
network functions to be conducted independently of the network slice.

A network slice instance (NSI) contains Network Functions, including the Core
Network Control Plane and User Plane Network Functions in the Home Network and
the Access Functions in the serving network?,

Release 16 of the 3GPP specification includes improved interworking with the LTE
Evolved Packet Core (EPC).

NFV MANO includes NFV Orchestrator (NFVO), VNF manager (VNFM) and
Virtualised infrastructure manager (VIM).

The Element Management is responsible for FCAPS management of network
functions used in the network slice instance.

OSS functions provide management and orchestration of systems including legacy
ones and may have full end-to-end visibility of services provided by legacy network
functions in an operator's network.

Network functions will run as software components on top of hardware infrastructure.
Virtualization enables an elastic, automated environment where network, compute and
storage services can expand, or contract as needed. Many resources can now be
hosted as software services and dynamically instantiated in different network
segments.

The management of the 3GPP network is provided by management services.
Management Services offer their services via standardized service interfaces
composed of individually specified components.

The Os-Ma-nfvo reference point can be used for the interaction between 3GPP slicing
related management functions and NFV-MANO.

To properly interface with NFV-MANO, the NSMF and/or NSSMF consume the NFV
MANO interface, exposed in the Os-Ma-nfvo , Ve-Vnfm-em and Ve-Vnfm-vnf
reference points (last two not displayed in the Figure due to graphical limitations).

26 3GPP TR 23.799 V14.0.0 (2016-12) Technical Report 3rd Generation Partnership Project; Technical Specification Group
Services and System Aspects; Study on Architecture for Next Generation System (Release 14), accessed October 2020.
273GPP TS 23.501 V16.5.1 (2020-08), 3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; System architecture for the 5G System (5GS); Stage 2 (Release 16),
https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/33501-g40.zip, accessed October 2020.

28 3GPP TS 23.501 V16.5.1 (2020-08), 3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; System architecture for the 5G System (5GS); Stage 2 (Release 16),
https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/33501-g40.zip, accessed October 2020.
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3.4.1 ELEMENTS OF NOVELTY
In release 16 of the 3GPP specification, the network slicing function is improved with the

following features:

- Enhancement of interworking between LTE Evolved Packet Core (EPC) and 5G Core to
manage mobility of User Equipment and its allocated Network Slice between networks

- Anewly introduced Network Slice Specific Authentication and Authorisation (NSSAA)
mechanism that enables separate authentication and authorisation per Network Slice.
The trigger of NSSAA is based on subscription information from UDM and operator
policy and may be performed when UE indicates support for the feature.?®

3.4.2 SECURITY CONSIDERATIONS
Security-as-a-Service

Network slices are used to deploy services at the multi-access edge across a distributed cloud
infrastructure. Network slices can be configured based upon the service-type (eMBB, mMTC,
URLLC), customer, and application to provide the required latency, bandwidth, QoS, and
security. While slices provide inherent security through segmentation, slices can also be used to
provide additional security protection and security services specific to the use case and
customer requirements.

However, although realisation of Security-as-a-Service (SECaaS) offerings is feasible technically,
it would rest ultimately with the Mobile Network Operator (MNO) to include such services in the
offer, depending on its service strategy, market context, and in relation to vertical use-cases.

Related component(s): Communication Services
End-to-end security

Network slices are end-to-end logical networks, so it is natural to aim for end-to-end security.
The concept of end-to end security is closely connected to the concepts of isolation and
orchestration. Moreover, it is dependent on the business model and on the associated trust
model.*°

Release 16 introduces the mechanism of Network Slice Specific Authorisation Identifier that
enables network-slice-specific authentication and authorisation mechanisms to complement
network-side authentication mechanisms.

Related component(s): Network Slice Instance

Resource isolation

One of key expectations of network slicing is resources isolation. Each slice may be perceived
as isolated set of resources configured through the network environment and providing defined

set of functions. Level and strength of isolation may vary depending on requirements and usage
scenarios for slicing.3!

29 3GPP TR 21.916 V0.5.0 (2020-07) 3rd Generation Partnership Project; Technical Specification Group Services and
ystem Aspects; Release 16 Description; Summary of Rel-16 Work Items, (Release 16),
https://www.3gpp.org/ftp/Specs/archive/21_series/21.916/, accessed October 2020.

30 R. F. Olimid and G. Nencioni, "5G Network Slicing: A Security Overview," in IEEE Access, vol. 8, pp. 99999-100009,
2020, doi: 10.1109/ACCESS.2020.2997702, accessed October 2020.

31 7. Kotulski et al., "On end-to-end approach for slice isolation in 5G networks. Fundamental challenges," 2017 Federated
Conference on Computer Science and Information Systems (FedCSIS), Prague, 2017, pp. 783-792, doi:
10.15439/2017F228, accessed October 2020.
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The isolation of the slices can be considered in at least four areas:

9 Isolation of traffic: the network slices should ensure that data flow of one slice does
not move to another.

1 Isolation of bandwidth: slices should not utilize any bandwidth assigned to other
slices.

1 Isolation of processing: while all virtual slices use the same physical resources,
independent processing of packets is required.

1 Isolation of storage: data related to a slice should be stored separately from data used
by another slice®?

Related component(s): Network Slice Instance, Shared Resources
Secure Management and Orchestration

The architecture of the network slice MANO is challenging from a business model perspective

because of the variety of scenarios with different actors, multi-domain environments, and

several layers of imbricated tenants, which can play different roles and have different rights.

Technically, this means high complexity and flexibility, which bring in higher security risks.

3GPP defines requirements for management servicesO security
communication protocols for protection of interactions at the management service interfaces

and authorisation of management service requests3, but it is to be noted the most recent 3GPP

specifications are yet to be implemented.

Another relevant issue is management of network-slice-specific log information to support post-
incident analysis. Such information may include proof of transit, remote attestation, as well as
data to support root cause analysis.

Related component(s): NSMF, NFV-MANO, Os-Ma-NFVO, SBI
Trust Model
In 5G three role models are envisaged for stakeholders.

1) The MNO owns and manages both the access and core network.

2) An MNO owns and manages the core network, the access network is shared among
multiple operators (i.e., RAN sharing).

3) Only part of the network is owned and/or managed by the MNO, with other parts being
owned and/or managed by a 3rd party.

The 3GPP appropriate APIs and management functions are needed to support this extended 3rd
party access and control of capabilities provided by the MNO, and to do so in a secure manner.
The 3rd party has increasing control over the network capabilities that support its service.
However, this control is limited to what is allowed by the MNO through the provided APIs.3*

Related component(s): SBIs, Os-Ma-nfvo

%2 Gutz, A Story, C Schlesinger, N Foster, inProc.1st Workshop on Hot Topicsin Software Defined Networks. Splendid
isolation: a slice abstraction for software-defined networks, (2012), pp. 791
84.https://doi.org/10.1145/2X00000.342441.2342458, accessed October 2020.

33 3GPP TS 33.501 V16.3.0 (2020-07), 3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; Security architecture and procedures for 5G system,
https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/, accessed October 2020.

34 3GPP TR 22.830 V16.1.0 (2018-12) 3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; Feasibility Study on Business Role Models for Network Slicing (Release 16),
https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/33501-g40.zip, accessed October 2020.
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3.5 MANAGEMENT AND NETWORK ORCHESTRATOR (MANO) (ZOOM-IN)
Management and Network Orchestration (MANO) is not further maintained in the current
version of the 5G architecture as a stand-alone zoom in. Rather, it has been integrated with the
NFV zoom in. This is because the functions used for are covered completely in the NFV zoom-
in (see section Error! Reference source not found.).

3.6 RADIO ACCESS NETWORK (RAN) (ZOOM-IN)

5G New Radio (NR) is the standard the 5G wireless air interface. 5G New Radio is set to deliver
faster and more responsive mobile broadband services and to extend mobile technology to
connect and support a multitude of new industries.

The baseline architecture described by 5G-PPP referring 3GPP Release 16 specifications on
NG-RAN identifies as a main innovation the split of the F1 interface into Centralized Unit (CU)
and Distributed Unit (DU), with a Service Data Adaptation Protocol (SDAP). The SDAP
architecture includes a Packet Data Conversion Protocol (PDCP) located in the CU and an Air
Radio Link Control (ARLC) located in the DU. Release 16 adds integrated access and
backhaul (IAB) to the 5G toolkit. IAB allows base stations to provide both wireless access for
devices and wireless backhaul connectivity, which can replace temporarily or permanently wired
backhauls.

Another key aspect of the NG-RAN is the ability to provide small-cell coverage to multiple
oper at @s ®r ff & & etier aichmtecture. dhese tiers are in support of the previously
mentioned 5G use cases providing low latency services and high processing power. The
structure of the RAN architecture is depicted in the following figure3®:

Figure 6: RAN architecture Zoom-in
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35 3GPP TS 38.401 V16.2.0 (2020-07), Technical Specification 3rd Generation Partnership Project; Technical Specification
Group Radio Access Network; NG-RAN; Architecture description (Release 16),
https://www.3gpp.org/ftp/Specs/archive/38_series/38.401/, accessed October 2020.

December 2020

32


https://www.3gpp.org/ftp/Specs/archive/38_series/38.401/

*
*x
x

* x

*

*

enisa

* *

*

ENISA THREAT LANDSCAPE FOR 5G NETWORKS

The elements of the RAN architecture are as follows:

User Equipment (UE)

gNB

gNB Distributed Unit (gNB-
DU)

gNB Central Unit (gNB-CU)

Xn

NG interface

NR Uu

IAB Donor

IAB Node

Non Access Stratum (NAS)

Access Stratum (AS)

F1

Allows a user access to network services. The User Equipment is subdivided into the
UICC domain and the ME (Mobile Equipment) Domain. The ME Domain can further be
subdivided into one or more Mobile Termination (MT) and Terminal Equipment (TE)
components showing the connectivity between multiple functional groups.

Next generation Node/Base Station is a node providing NR user plane and control plane
protocol terminations towards the UE, and connected via the NG interface to the 5GC.

gNB-DUa logical node hosting RLC, MAC and PHY layers of the gNB or en-gNB, and its
operation is partly controlled by gNB-CU. One gNB-DU supports one or multiple cells.
One cell is supported by only one gNB-DU. The gNB-DU terminates the F1 interface
connected with the gNB-CU.

gNB-Central Unit (CU) is a logical node hosting RRC, SDAP and PDCP protocols of the
gNB or RRC and PDCP protocols of the en-gNB that controls the operation of one or
more gNB-DUs. The gNB-CU terminates the F1 interface connected with the gNB-DU.

Xn is a network interface between NG-RAN nodes; 3GPP TS 38.420% specifies Xn
interface general aspects and principles.

The gNBs are connected by means of the NG interfaces to the 5G Core, more
specifically to the AMF (Access and Mobility Management Function) by means of the
NG-C interface and to the UPF (User Plane Function) by means of the NG-U interface.

The New Radio Unified Air Interface (NR-Uu) is the radio interface between the mobile
and the radio access network.

gNB that provides network access to UEs via a network of backhaul and access links®’.

RAN node that supports New Radio access links to UEs and New Radio backhaul links
to parent nodes and child nodes. The IAB-node does not support backhauling via LTE.

NAS is a functional layer in the protocol stack between UE and Core Network. (NAS)
protocol for 5G System (defined in 3GPP TS 24.501).

AS is a functional layer in the protocol stack between UE and RAN responsible for
transporting data over the wireless connection and managing radio resources.

The F1 interface provides means for interconnecting a gNB-CU and a gNB-DU of a gNB
within an NG-RAN, or for interconnecting a gNB-CU and a gNB-DU of an en-gNB within
an E-UTRAN.

It facilitates that a gNB-CU and a gNB-DU supplied by different manufacturers can work
seamlessly®,

3.6.1 ELEMENTS OF NOVELTY

While a significant part of the Release 16 enhancements involve the 5G-RAN to a certain
extent, the following enhancements brought by Release 16 of the 3GPP specification are
directly relevant for the 5G-RAN:

December 2020

36 3GPP TS 38.420 V16.0.0 (2020-07), Technical Specification, 3rd Generation Partnership Project; Technical Specification Group Radio Access
Network; NG-RAN; Xn general aspects and principles (Release 16), https://www.3gpp.org/ftp/Specs/archive/38_series/38.420, accessed October 2020.
37 3GPP TS 38.300 V16.2.0 (2020-07), Technical Specification, 3rd Generation Partnership Project; Technical Specification Group Radio Access

Network; NR; NR and NG-RAN Overall Description; Stage 2 (Release 16), https://www.3gpp.org/ftp/Specs/archive/38_series/38.300/ , accessed

October 2020

38 3GPP TS 38.470 V16.2.0 (2020-07) Technical Specification 3rd Generation Partnership Project; Technical Specification
Group Radio Access Network; NG-RAN; F1 general aspects and principles (Release 16),
https://www.3gpp.org/ftp/Specs/archive/38_series/38.470, accessed October 2020.
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Integrated access and backhaul (IAB)

One of the major 5G challenges for operators looking to expand network coverage is the cost of
deploying base stations. The limited range of mmWave signals for fiber-optics backhaul
installations to service these base stations can make mmWave deployment cost intensive. IAB
addresses directly this issue. IAB base stations provide both wireless access for devices and
wireless backhaul connectivity, thus eliminating the need for wired backhauls. Operators may
resort to these capabilities to speed up densification, and install fiber to increase backhaul
capacity at a later time, as demand increases.

Multiple-input and multiple-output (MIMO) enhancements

December 2020

MI MO mul tiplies a radio |linkds capacity by wusing multiple
antennas. Multi-user multiple-input and multiple-output (MU-MIMO) enhancements include

support for multiple transmission and reception points (multi-TRP) and improved multi-beam

management for enhanced link reliability. Improvements also aim at reducing peak-to-average

power ratio, and i mproved coverage at the networkodés edge.

Simplified Random Access Procedure

Release 16 introduces a simplified random access procedure. This reduces the number of
interactions between the UE and network during the connection setup and connection resume,
thereby enabling a lower control plane latency. In case of connected mode, a small amount of
data can be sent via 2-step RACH procedure thus also enabling a lower latency for UL UP data
for connected mode UEs.

Private network support for NG-RAN

The second Release 16 project aimed at expanding

networks involves improved support in the system architecture for private networks. Private
networks utilize dedicated base stations that are independently managed, implement
customized security and privacy controls, and deliver optimizations for local applications, such
as low latency or data flow control. Private networks are directly aimed at new use cases such
as industrial 10T.

UE Power Saving

UE battery I|life is an important aspect6UEf t
power saving had shown substantial power saving gain comparing to considered Rel-15 NR
features. The work item of UE power saving in NR includes the power saving techniques, such
as DRX adaptation, cross-slot scheduling, and maximum MIMO layer adaptation in
CONNECTED state, fast transition out of CONNECTED state, and reduced RRM (Radio
Resource Management) measurements in idle/inactive states®®,

NR-Based Access to Unlicensed spectrum

To expand 5Gb6s reach, 3GPP completed two projects

vertical use cases. One of them is 5G NR-U, that allows 5G to operate in unlicensed spectrum.
It defines two operation modes, anchored NR-U requiring an anchor in licensed or shared
spectrum and standalone NR-U that utilizes only unlicensed spectrum.

39 3GPP TR 21.916 V0.5.0 (2020-07) Technical Report 3rd Generation Partnership Project; Technical Specification Group
Services and System Aspects; Release 16 Description; Summary of Rel-16 Work Items (Release
16),https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/33501-g40.zip , accessed October 2020.
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Time sensitive networking (TSN)

As part of the effort for 5G to support new Industry 4.0 use cases such as factory automation,
5G RAN Release 16 added support for TSN integration that can ensure time-deterministic
delivery of data packets.

Precision geolocation

3GPP support location service features, to allow new and innovative location-based services to

be developed. 5G specifications make possible to identify and report the current location of the

userds terminal and to make the information available to the
provider, value added service providers and for PLMN internal operations40 Enhancements in

high-precision positioning brought by 5G NR Release 16, meet accuracy targets of 3 meters

indoors and 10 meters outdoors.

3.6.2 SECURITY CONSIDERATIONS

In recent years, a large body of literature has revealed numerous security and privacy issues in

4G mobile networks. Most of the published attacks at the 4G RAN layer involve Rogue Base

Stations (RBSs) or | MSI catchers to target individual wuser (:
procedure to the network or paging attacks using the IMSI paging feature. In such attacks, the

information obtained on IMSIs may be used later for other types of attacks*!.

5G NR technologies address and close known IMSI threats, but new functionalities in the
Release 16 also bring security considerations that are subject to open studies:

Security of Ultra-Reliable Low-Latency Communication (URLLC)

URLLC needs to support both high reliability and low latency. In order to ensure the high
reliability, redundant transmission in 5GS is supported on multiple user plane data paths.
Accordingly, the applicable security mechanisms for supporting redundant transmission cover
all aspect of the communication, including PDU session establishment, handover etc. As for the
low latency aspect, the other important requirements for URLLC include QoS Monitoring to
assist URLLC service and optimization for handover procedure. The security considerations in
this case are covered as well. Additional security aspects are related to control plane and user
plane optimizations for ensuring the high reliability and reducing latency“2.

Related components: gNB, interfaces: Uu, F1, Xn

Security of NR Integrated Access and Backhaul

A study is underway at 3GPP to identify potential security threats and vulnerabilities that are
applicable to the new IAB architecture*3. Key security issues include Topology Discovery and

Masquerading, IAB Node Authentication to prevent connection of false IAB-node and
manipulation of Radio Link Failure recovery and security of F1 interface.

40 3GPP TS 22.071 V16.0.0 (2020-07) Technical Specification 3rd Generation Partnership Project; Technical Specification
Group Services and System Aspects; Location Services (LCS); Service description; Stage 1 (Release 16)
https://www.3gpp.org/ftp/Specs/archive/22_series/22.071, accessed October 2020.

41 Rupprecht, David & Dabrowski, Adrian & Holz, Thorsten & Weippl, Edgar & Pépper, Christina. (2017). On Security
Research Towards Future Mobile Network Generations. IEEE Communications Surveys & Tutorials. PP.
10.1109/COMST.2018.2820728, accessed October 2020

42 3GPP TR 33.825 V16.0.1 (2019-10) Technical Report 3rd Generation Partnership Project; Technical Specification Group
Services and System Aspects; Study on the security of Ultra-Reliable Low-Latency Communication (URLLC) for the 5G
System (5GS) (Release 16) https://www.3gpp.org/ftp/Specs/archive/33_series/33.825 , accessed October 2020

43 3GPP TR 33.824 V0.6.0 (2019-11) Technical Report 3rd Generation Partnership Project; Technical Specification Group
Services and System Aspects; Study on Security for NR Integrated Access and Backhaul; (Release 16)
https://www.3gpp.org/ftp/Specs/archive/33_series/33.824, accessed October 2020.
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Related components: IAB Donor, IAB UE, F1 interface
Vulnerability to Radio Jamming Attacks

As any wireless cellular networks, 5G networks are built upon open sharing in which the

communication medium is the free frequency space making them prone to interference. This

weakness can be used by some adversary nodes to cause intentional interference and hinder

|l egitimate userés communication over specific wireless chani
against jamming attacks over the 4G LTE, but remains vulnerable to customised attacks.

Massive MIMO deployment may be vulnerable to jamming attacks*4. Jamming attacks are a

special concern for mission-critical applications.

Related components: Uu
Failure to meet General Security Assurance Requirements

Security of 5G RAN is built upon the permanent update of Security Assurance Requirements for
critical network components such as gNB.

However, a security update gap between new security requirements and deployment of

updated versions of network functions in operational systems will unavoidably exist. There are

two major factors in reducing this gap: a) vendorsd responsi
versions of the network functions that address the updated requirements, and b) timeliness and

effectiveness of MNO processes to update operational systems to recently released and SCAS-

evaluated versions.

Affected components: gNB

3.7 NETWORK FUNCTION VIRTUALISATION (NFV) i MANO (ZOOM-IN)

NFV introduces a new concept for service providers to accelerate the deployment of new

network services in support of their revenue and growth plans. It translates to the use of

standard IT virtualisation technologies applied to the deployment of Network Functions, aiming

at a faster provision of new network services. With this, several providers formed the NFV ISG

under the European Telecommunications Standards I|Institute (|
basic requirements and architecture resulted from the work produced by ETSI NFV ISG 4.

Although 5G networks will be very different compared to its predecessors in some regards (e.g.
through the use of virtualisation and support for diverse and critical non-telecom-oriented
services), they still share similarities and will reuse and extend existing concepts that have
proved successful and are widely adopted.

The NFV has a tight interaction with Virtual Network Functions (VNF), MANO and OSS/BSS

and security management compompertsent Bldle i NFW¥i @aoem7 refers t
relevant Core Network and Access Network Functions, as defined by the 3GPP specification

and outlined in their respective zoom-ins.

The structure of NFV has remained almost unchanged. The updates of NFV introduced,
constitute an evolution of previous specifications and concentrate mainly in the adaptation of
functions virtualization to various requirements dictated by the needs of various components. At

44Y. Arjoune and S. Faruque, "Smart Jamming Attacks in 5G New Radio: A Review," 2020 10th Annual Computing and
Communication Workshop and Conference (CCWC), Las Vegas, NV, USA, 2020, pp. 1010-1015, doi:
10.1109/CCWC47524.2020.9031175, accessed October 2020.

“ https://www.etsi.org/technologies/nfv, accessed October 2020.

46 https://www.sdxcentral.com/networking/nfv, accessed October 2020.
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the same time, they contain provisions to adapt NFV to recent cloud, software, and
virtualization techniques, novel management architectural styles and operationalization aspects.

Also, the 3GPP Network Slicing Management system consumes management interfaces
provided by NFV MANO for purposes such as Network Slice Lifecycle Management (LCM),
Virtual Network Function LCM, Performance, Fault and Configuration Management. The structure
of NFV architecture and its interfaces to related components is shown in the following figure.

Figure 7: NFV architecture Zoom-in

The elements of the NFV architecture are as follows:

Operations Support
System/Business Support
System (OSS/BSS)

Virtualised Network

Function (VNF)

Element Management
(EM)

OSS/BSS functions provide management and orchestration of systems including
legacy ones and may have full end-to-end visibility of services provided by legacy
network functions in an operator's network.

Processes covered by OSS/BSS include: Network Management, Service delivery /
fulfilment / assurance, Customer Relationship management and Billing.

A VNF is a virtualisation of a network function in a legacy non-virtualised network.
ETSI GS NFV 001 provides a list of use cases and examples of target network
functions (NFs) for virtualisation. Functional behaviour and state of a NF are largely
independent of whether the NF is virtualised or not. The functional behaviour and the
external operational interfaces of a Physical Network Function (PNF) and a VNF are
expected to be the same.

All Core and Access Network functions in the 5G system are potential subjects of
virtualisation, in certain implementation scenarios.

The Element Management is responsible for:

Configuration for the network functions provided by the VNF.

Fault management for the network functions provided by the VNF.

Accounting for the usage of VNF functions.

Collecting performance measurement results for the functions provided by the VNF.
Security management for the VNF functions.
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